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Introduction

Since 2014, the sanctions pressure (financial, 

trade, economic and other restrictions) on the 

Russian economy by unfriendly countries has been 

increasing. According to the Economic Security 

Strategy of the Russian Federation for the period up 

to 2030, the use of such discriminatory measures is 

one of the main challenges and threats; therefore, it 

is especially important, in the context of aggravation 

of geopolitical contradictions with Western 

countries, to develop a set of measures to neutralize 

emerging risks. For this reason, it is necessary to 

study the risks of economic security in a regional 

context, given the significant heterogeneity of 

RF constituent entities and the specifics of the 

implications of sanctions restrictions for them.

Despite the rather long duration of the 

sanctions, as E.T. Gurvich and I.V. Prilepskiy point 

out (Gurvich, Prilepskiy, 2016), there is no 

consensus on the scale of their impact on the 

Russian economy not only on a quantitative, but 

also on a qualitative level. Moreover, the results 

of surveys and various calculations of effects 

demonstrate a wide range of assessments and  

are often contradictory. For example, in a World 

Bank report1 published in April 2023, Russia’s GDP 

is estimated to decline by only 0.2% at the end of 

1 Izvorski I., Lokshin M., Norfleet J.R.R. et al. (2023). 
Europe and Central Asia Economic Update, Spring 2023: 
Weak Growth, High Inflation, and a Cost-of-Living Crisis. 
The World Bank. DOI 10.1596/978-1-4648-1982-7

Abstract. The article investigates the problem of ensuring Russia’s economic security in the conditions of 

increasing sanctions pressure. In order to assess and analyze emerging risks, we propose a multifactorial 

model that considers the economic security of Russian regions as a complex multidimensional system 

influenced by various interrelated risk factors. We use a list of indicators for monitoring and assessing 

Russia’s economic security, approved by Presidential Decree 208, dated May 13, 2017. For the purpose of 

risk modeling, we establish two-level threshold values (“soft” and “hard”) of indicators based on expert 

assessment. The information base of the study includes data of the Federal State Statistics Service for 

Russia, as well as data in the context of constituent entities of the Ural Federal District by month for 

the period from January 2016 to March 2023. According to the calculation results, the aggravation of 

sanctions imposed by unfriendly countries has negatively affected the economic security of Russia as a 

whole and that of constituent entities of the Ural Federal District. Within the analyzed period, the risks 

created are significantly lower in comparison with the consequences of the COVID-19 pandemic, and 

they tend to decrease. Regional analysis shows that the most significant risk factor is the condition of 

agriculture, which has been significantly affected by the quarantine and sanctions restrictions imposed. 

Modeling economic security risks for Russian regions on the basis of the proposed approach in dynamics 

will help to promptly assess the current situation and put forward management recommendations in a 

timely manner, when economic security is compromised.

Key words: economic security, risk analysis, probability of an unfavorable outcome, crisis, country, region, 

sanctions, pandemic.
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the year, although in January the forecast for the 

fall was 3.3%. Such changes in the assessment of the 

impact of sanctions pressure are explained by the 

rapidly changing international situation, which adds 

its own adjustments. Obviously, at present the study 

of this problem is limited by too many unknown 

“variables”; therefore, within the framework of this 

article, the goal is to model the risks of economic 

security of Russian regions in the context of 

sanctions pressure.

The aim of the work is to describe a model  

of multifactorial risk in relation to the tasks of  

the monitoring on the example of assessing  

the economic security of Ural Federal District 

(UFD) regions under the conditions of sanctions  

pressure.

Literature review

To consider economic security risks for  

the territory, scientific works use qualitative and 

quantitative assessment methods; both have their 

advantages and limitations. On the one hand, 

mathematical methods used for uncertainty 

analysis require a significant amount of data, 

which researchers do not always have (Soshnikova 

et al., 1999; Aven, 2019). On the other hand, the 

methods of qualitative analysis (method of expert 

assessments, SWOT analysis, ABC analysis, etc.) 

for the study of socio-economic systems admit a 

certain subjectivism (Vasiliev et al., 2015; Ilyenkova, 

2016; Karanina, Maksimova, 2022; Benzaghta et 

al., 2021; Ginevicius et al., 2022). It is also worth 

noting the expert-statistical Bayesian approach used 

for scenario forecasting of territorial development 

(Bryant, Zhang, 2016; Graziani, 2020).

In this regard, we agree with (Mityakov, 2019; 

Lobkova, 2022) who point out that the most com-

mon approach to assessing economic security risks 

is to measure deviations of individual indicators 

from their established thresholds. Depending on the 

degree of the deviation, different levels (zones) of 

risk are determined. For example, V.K. Senchagov 

and S.N. Mityakov (Senchagov, Mityakov, 2011) use 

zone theory to rank normalized indicators by five risk 

zones (catastrophic, critical, significant, moderate 

risk, and stability). To assess the risks of economic 

security in the context of the digital transformation 

of the regional economy, E.V. Lobkova (Lobkova, 

2022) applied the theory of fuzzy sets, according to 

which the selected indicators should be considered 

as corresponding or not corresponding to a certain 

level of economic security and risk with the use 

of quantitative boundaries. Within the framework 

of this approach, the assessment of economic 

security risks is reduced to the quantification of 

individual dangerous outcomes without taking 

into account the contribution of each factor in a 

multidimensional system; i.e. it is assumed that 

they are mutually independent, and the probability 

of their simultaneous occurrence is neglected. 

Adaptive filtering methods and time series models 

are commonly used in risk forecasting tasks 

(Lukashin, 2003; Devianto, Fadhilla, 2015; Liu, 

Yu, 2022).

Logical-probabilistic risk models also do not 

take into account the mutual dependence of risk 

factors (Solozhentsev, 2006; Cox, 2009). In recent 

years, copulas have been successfully used to  

model dependencies in enterprise risk management, 

finance, and insurance (Cherubini et al., 2004; Joe, 

2014). However, finding a suitable copula structure 

is not a trivial task and requires large samples 

(Behrensdorf et al., 2019), which is difficult to 

implement in regional risk analysis tasks due to 

limited data.

We should note that risk factors are generally 

mutually dependent and can appear simultaneously, 

which leads to an increase in the impact of their 

occurrence. Therefore, the analysis of the economic 

security of such complex multidimensional 

stochastic systems as the economic security of 

Russia’s regions in conditions of limited data and 

the relationship of risk factors, becomes an urgent 

scientific problem, and its solution has theoretical 

and practical significance.
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Multivariate risk analysis model

To analyze the socio-economic stability of a 

complex multidimensional system, we use the 

multidimensional risk model (Tyrsin, Surina, 2017). 

We define a group of the most informative risk 

factors 𝑋𝑋𝑋𝑋1,𝑋𝑋𝑋𝑋2, … ,𝑋𝑋𝑋𝑋𝑚𝑚𝑚𝑚 , that describe the distur-

bances of the system, associated with external and 

internal factors. Thus, we obtain a representa-

tion of the system in the form of a random vector  

𝐗𝐗𝐗𝐗 = (𝑋𝑋𝑋𝑋1,𝑋𝑋𝑋𝑋2, … ,𝑋𝑋𝑋𝑋𝑚𝑚𝑚𝑚)  with a certain probability 

density px(x), the components of which are risk 

factors.

Based on a priori information, we identify 

geometric areas of unfavorable outcomes, the 

boundaries of which are based on the threshold 

values of indicators obtained through expert 

assessment and the best values 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗  , 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 = µ𝑗𝑗𝑗𝑗 , 𝑗𝑗𝑗𝑗 = 1,2, … ,𝑚𝑚𝑚𝑚  in 

terms of safety. In the absence of a priori information 

about 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗   we consider them equal to mathematical 

expectations µ𝑗𝑗𝑗𝑗 = 𝑀𝑀𝑀𝑀�𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗�  of the corresponding 

indicators 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗  , i.e. 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 = µ𝑗𝑗𝑗𝑗 , 𝑗𝑗𝑗𝑗 = 1,2, … ,𝑚𝑚𝑚𝑚  𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 = µ𝑗𝑗𝑗𝑗 , 𝑗𝑗𝑗𝑗 = 1,2, … ,𝑚𝑚𝑚𝑚 . In this 

case dangerous situations will be the cases of large 

and unlikely deviations of sample values 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   of any 

component 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗   relative to 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗   and the probability of 

an unfavorable outcome of each of the components   

𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗   will be defined as follows:

      

𝑃𝑃𝑃𝑃�𝐷𝐷𝐷𝐷𝑗𝑗𝑗𝑗� = 𝑃𝑃𝑃𝑃�𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗 ∈ 𝐷𝐷𝐷𝐷𝑗𝑗𝑗𝑗� = 𝑃𝑃𝑃𝑃�𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗 ∉ 𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗�,𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗 = �𝑥𝑥𝑥𝑥:𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− < 𝑥𝑥𝑥𝑥 < 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+�, 
𝑃𝑃𝑃𝑃�𝐷𝐷𝐷𝐷𝑗𝑗𝑗𝑗� = 𝑃𝑃𝑃𝑃�𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗 ∈ 𝐷𝐷𝐷𝐷𝑗𝑗𝑗𝑗� = 𝑃𝑃𝑃𝑃�𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗 ∉ 𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗�,𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗 = �𝑥𝑥𝑥𝑥:𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− < 𝑥𝑥𝑥𝑥 < 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+�,  

where 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗−,𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+  – left and right boundaries of 

acceptable values, determined on the basis of expert 

assessments and limiting the area of favorable 

outcomes. In this case, 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− < 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ .

Let us introduce the lower 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗−  and upper 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+  

threshold levels of permissible deviations relative  

to values 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗   as 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗− = 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 − 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗−  and 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+ = 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ − 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗  , while 

the corresponding areas of favorable outcomes 𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗    

for each component 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗   will be described by the 

range  �𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 − 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗− < 𝑥𝑥𝑥𝑥 < 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+ + 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗� .

If there is only the right boundary of accep- 

table values 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ , then we consider 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− = −∞  and 

𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗 = �𝑥𝑥𝑥𝑥: 𝑥𝑥𝑥𝑥 < 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+� = {𝑥𝑥𝑥𝑥: 𝑥𝑥𝑥𝑥 < 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+ + 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗} , otherwise, when 

determining only the left boundary 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗−  we obtain   

𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ = +∞  and 𝐷𝐷𝐷𝐷�𝑗𝑗𝑗𝑗 = �𝑥𝑥𝑥𝑥:𝑥𝑥𝑥𝑥 > 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗
−� = {𝑥𝑥𝑥𝑥:𝑥𝑥𝑥𝑥 > 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 − 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗

−} . The 

expression 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− = −∞  or 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ = +∞  means that the 

values of risk factor 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗   less than or more than 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗   are 

as safe as 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗�𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗� .

Next, it is necessary to generalize the definitions 

described above to take into account the mutual 

influence of the components on the occurrence of 

adverse outcomes by presenting them as a multi-

dimensional area of dangerous situations (risk 

zone) D. 𝐷𝐷𝐷𝐷 = 𝐑𝐑𝐑𝐑𝑚𝑚𝑚𝑚\𝐷𝐷𝐷𝐷� , where 𝐷𝐷𝐷𝐷�   – area of favorable 

outcomes. Thus, from a geometric point of view, the 

optimal representation of the range of acceptable 

values 𝐷𝐷𝐷𝐷�   will be an m-axis ellipsoid of the following 

form:

    

𝐷𝐷𝐷𝐷� = �𝐱𝐱𝐱𝐱 = (𝑥𝑥𝑥𝑥1, 𝑥𝑥𝑥𝑥2, … , 𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚):�
�𝑥𝑥𝑥𝑥𝑗𝑗𝑗𝑗 − 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗′�

2

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗2
< 1

𝑚𝑚𝑚𝑚

𝑗𝑗𝑗𝑗=1

� 

with the center at the point 𝛉𝛉𝛉𝛉′ = (𝜃𝜃𝜃𝜃1′ ,𝜃𝜃𝜃𝜃2′ , … ,𝜃𝜃𝜃𝜃𝑚𝑚𝑚𝑚′ ) , 

and ∀𝑗𝑗𝑗𝑗 = 1,2, … ,𝑚𝑚𝑚𝑚 .

    
𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗′ = �

𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗 , 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− = −∞ ∨ 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ = +∞,
�𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− + 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+�/2, 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− > −∞ ∧ 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ < +∞,

 

    

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗 = �
�𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗− + 𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+�/2, 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− > −∞ ∧ 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ < +∞,

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗−, 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗+ = +∞,
𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗+, 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗− = −∞.

 

Then, for a random vector (𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷)  the probability of an 

unfavorable outcome will be as follows:

        

𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷) = 𝑃𝑃𝑃𝑃(𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷),𝐷𝐷𝐷𝐷 = �𝐱𝐱𝐱𝐱 = (𝑥𝑥𝑥𝑥1, 𝑥𝑥𝑥𝑥2, … , 𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚):�
�𝑥𝑥𝑥𝑥𝑗𝑗𝑗𝑗 − 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗′�

2

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗2
≥ 1

𝑚𝑚𝑚𝑚

𝑗𝑗𝑗𝑗=1

� 

𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷) = 𝑃𝑃𝑃𝑃(𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷),𝐷𝐷𝐷𝐷 = �𝐱𝐱𝐱𝐱 = (𝑥𝑥𝑥𝑥1, 𝑥𝑥𝑥𝑥2, … , 𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚):�
�𝑥𝑥𝑥𝑥𝑗𝑗𝑗𝑗 − 𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗′�

2

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗2
≥ 1

𝑚𝑚𝑚𝑚

𝑗𝑗𝑗𝑗=1

� 

 
.

Therefore, risk zone D will be the outer region 

of an m-axis ellipsoid, the semi-axes for each of the 

coordinates of which will correspond to one-

dimensional case Dj
 and be equal to bj, respectively. 

Obviously, when the outcome does not lie on one 

of the axes, then event (𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷)  can be realized in 

the absence of risk deviations in all the components 

(situations (𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷)  and  ∀ 𝑗𝑗𝑗𝑗 𝑋𝑋𝑋𝑋𝑗𝑗𝑗𝑗 ∉ 𝐷𝐷𝐷𝐷𝑗𝑗𝑗𝑗   are possible).
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To estimate the single contribution of an indi-

cator or a group of indicators to probability P(D),  

we introduce

𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−) = 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷/𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘),𝐷𝐷𝐷𝐷− = �𝐱𝐱𝐱𝐱− = (𝑥𝑥𝑥𝑥1, … , 𝑥𝑥𝑥𝑥𝑘𝑘𝑘𝑘−1, 𝑥𝑥𝑥𝑥𝑘𝑘𝑘𝑘+1, … , 𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚:∑
�𝑥𝑥𝑥𝑥𝑗𝑗𝑗𝑗−𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗

′�
2

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗
2 ≥ 1𝑚𝑚𝑚𝑚

𝑗𝑗𝑗𝑗=1 �. 

𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−) = 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷/𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘),𝐷𝐷𝐷𝐷− = �𝐱𝐱𝐱𝐱− = (𝑥𝑥𝑥𝑥1, … , 𝑥𝑥𝑥𝑥𝑘𝑘𝑘𝑘−1, 𝑥𝑥𝑥𝑥𝑘𝑘𝑘𝑘+1, … , 𝑥𝑥𝑥𝑥𝑚𝑚𝑚𝑚:∑
�𝑥𝑥𝑥𝑥𝑗𝑗𝑗𝑗−𝜃𝜃𝜃𝜃𝑗𝑗𝑗𝑗

′�
2

𝑏𝑏𝑏𝑏𝑗𝑗𝑗𝑗
2 ≥ 1𝑚𝑚𝑚𝑚

𝑗𝑗𝑗𝑗=1 �. 

where 𝐷𝐷𝐷𝐷−  – area of adverse outcomes after 

excluding one-dimensional region 𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘   correspon-

ding to risk factor 𝑋𝑋𝑋𝑋𝑘𝑘𝑘𝑘  .

Then the absolute and relative change in the 

probability of an unfavorable outcome of a 

multidimensional system due to the addition of 

factor 𝑋𝑋𝑋𝑋𝑘𝑘𝑘𝑘   is as follows:

                       ∆𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘) = 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷) − 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−), 𝛿𝛿𝛿𝛿𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘) = ∆𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘)/𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−). 
∆𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘) = 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷) − 𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−), 𝛿𝛿𝛿𝛿𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘) = ∆𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷𝑘𝑘𝑘𝑘)/𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷−). 

                   
(1)

The probability estimate P(D) is based on the 

use of the Monte Carlo statistical test method2. Let 

us explain the essence of this procedure. We assume 

that we have some sample of data represented by 

matrix Xn×m , which we conditionally call the general 

population. We denote its probability density px(x). 

We must repeatedly generate new observations   

𝐳𝐳𝐳𝐳𝑖𝑖𝑖𝑖 = (𝑧𝑧𝑧𝑧𝑖𝑖𝑖𝑖1, . . . , 𝑧𝑧𝑧𝑧𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)  with distribution law px(x). Then 

the probability estimate P(D) will be equal to the 

frequency

                              
𝑃𝑃𝑃𝑃(𝐷𝐷𝐷𝐷) =

𝑀𝑀𝑀𝑀
𝑁𝑁𝑁𝑁  

where N – total number of generated observa-

tions zi (i = 1, … , N), M – number of outcomes when 

generated observation 𝐳𝐳𝐳𝐳𝑘𝑘𝑘𝑘 ∈ 𝐷𝐷𝐷𝐷 .

To reproduce sample Xn×m , it is necessary to 

know the distribution law of a multidimensional 

2 Mikhailov G.A., Voitishek A.V. (2006). Chislennoe stati- 
sticheskoe modelirovanie. Metody Monte-Karlo: uchebnoe  
posobie dlya studentov vuzov, obuchayushchikhsya po naprav-
leniyu podgotovki “Prikladnaya matematika” [Numerical 
statistical modeling. Monte Carlo methods: A textbook 
for university students studying in the field of Applied 
Mathematics]. Moscow: Akademiya.

population. We will consider it Gaussian. First, the 

use of the normal distribution law relies on the 

central limit theorem3.

Second, such idealization is not so critical, and 

if there is any reason to believe that the probability 

densities of the components of a random vector X 

have more elongated tails, then this will practically 

not affect the number of outcomes M (for us, only 

the condition 𝐗𝐗𝐗𝐗 ∈ 𝐷𝐷𝐷𝐷  is important).

Third, the general population in this case will 

relate to small samples, which makes it impossible 

even to approximate the distribution law of a 

random vector X.

Therefore, we will consider distribution law 

px(x) Gaussian. Then, to find its parameters, we 

estimate sample covariance matrix 𝚺𝚺𝚺𝚺𝐱𝐱𝐱𝐱 = �𝜎𝜎𝜎𝜎𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖�𝑚𝑚𝑚𝑚×𝑚𝑚𝑚𝑚
   

and vector of average values (𝑋𝑋𝑋𝑋�1, . . . ,𝑋𝑋𝑋𝑋�𝑚𝑚𝑚𝑚)  and 

consider them equal to the theoretical covariance 

matrix and the vector of mathematical expectations, 

respectively. The generation of a random vector Z = 

(Z1, … , Zm) is performed as follows:

   
𝑧𝑧𝑧𝑧𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 =  ∑ 𝑎𝑎𝑎𝑎𝑖𝑖𝑖𝑖𝑘𝑘𝑘𝑘𝑈𝑈𝑈𝑈𝑘𝑘𝑘𝑘𝑖𝑖𝑖𝑖

𝑘𝑘𝑘𝑘=1 + 𝑋𝑋𝑋𝑋�𝑖𝑖𝑖𝑖, 𝑘𝑘𝑘𝑘 = 1, … ,𝑚𝑚𝑚𝑚, 𝑖𝑖𝑖𝑖 = 1, … ,𝑁𝑁𝑁𝑁 
 ,

where U1, … , Um – mutually independent, 

normally distributed random variables with zero 

mathematical expectations and unit variances. 

Equating cov(𝑍𝑍𝑍𝑍𝑘𝑘𝑘𝑘,𝑍𝑍𝑍𝑍𝑙𝑙𝑙𝑙) = cov(𝑋𝑋𝑋𝑋𝑘𝑘𝑘𝑘,𝑋𝑋𝑋𝑋𝑙𝑙𝑙𝑙) = 𝜎𝜎𝜎𝜎𝑘𝑘𝑘𝑘𝑙𝑙𝑙𝑙   and solving 

the corresponding system of m nonlinear equations, 

we obtain the following formulas for calculating 

coefficients akj:

    

𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘 =  
𝜎𝜎𝜎𝜎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘−∑ 𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑙𝑙𝑙𝑙𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘−1

𝑙𝑙𝑙𝑙=1

𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘
, l < k, k = 1, … , m 

𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘 = �𝜎𝜎𝜎𝜎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘 −� 𝑎𝑎𝑎𝑎𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘2
𝑘𝑘𝑘𝑘−1

𝑘𝑘𝑘𝑘=1
 

3 Gnedenko B.V. (2005). Kurs teorii veroyatnostei: 
ucheb. dlya studentov mat. spetsial’nostei un-tov [A course in 
probability theory: Textbook for students of mat. specialties 
of higher education institutions]. Eighth edition, revised and 
supplemented. Moscow: Izd-vo URSS. 

,

.

,

,
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Obviously, the distributions of random vectors  

X and Z coincide, i.e. px(x) = pz(x). Therefore, we 

have convergence in the probability of sample 

distribution 𝑝𝑝𝑝𝑝𝐙𝐙𝐙𝐙�(𝐱𝐱𝐱𝐱)  of the generated model data to 

distribution px(x), and the required sample size for 

a given reliability can be determined using standard 

statistical criteria.

The use of covariance matrix Σx for risk  

factors allows us to take into account the rela-

tionship between them, which distinguishes this 

mathematical model from the well-known risk 

analysis models.

Researchers at the Institute of Economics of the 

Ural Branch of the Russian Academy of Sciences 

(Kuklin et al., 2018) analyzed the risks to welfare in 

regions of the Ural Federal District, based on annual 

data for 2001–2016. However, a static version of 

risk analysis was considered here. It is of interest to 

transfer this approach to a dynamic option, which 

will help to conduct an ongoing risk monitoring 

based on monthly or quarterly values of socio-

economic indicators, to assess the current situation 

in an operational mode and to form management 

recommendations in a timely manner, if there is a 

decrease in economic security in the regions.

Assessment data

The information base for the study of economic 

security risks includes the statistical data of the 

Federal State Statistics Service in the context of 

RF constituent entities by month from January 2016 

to March 2023. The choice of the time interval is due 

to the presence of several crisis periods, and it will 

allow us to see a capacious picture of the instability 

of the systems under consideration. Table 1 

presents a list of indicators used for risk modeling, 

compiled on the basis of indicators for monitoring 

and assessing Russia’s economic security, approved 

by the Presidential Decree 208, dated May 13, 

2017. To ensure stability of the estimation of the 

covariance matrix, we chose eight factors, the 

impact of which on economic security turned out 

to be the most significant. We should note that in 

Table 1. Indicators of economic security of the region and their threshold values

Symbol Indicator, measurement unit
Threshold value

“Soft” “Hard”

X1

Industrial production index, % compared to the corresponding month 
of the previous year

not less than 89 not less than 85

X2

Work performed by the type of activity “Construction”, % to the 
corresponding month of the previous year

not less than 86 not less than 80

X3

Retail trade turnover, in comparable prices, % to the corresponding 
month of the previous year

not less than 90 not less than 85

X4

Average monthly nominal accrued wages of employees of 
organizations, % to the corresponding month, adjusted for inflation*

not less than 96 not less than 95

X5 Registered unemployment rate, % not more than 4.6 not more than 6.0

X6

Agricultural production index, % to the corresponding period of the 
previous year**

not less than 93 not less than 90

X7

Investments in fixed assets at the expense of all sources of financing, 
for the full range of economic entities, at comparable prices, % to the 
corresponding period of the previous year**

not less than 86 not less than 85

X8

Production index by the type of economic activity “Mining”, % to the 
corresponding month of the previous year

not less than 85 not less than 80

* Recalculated taking into account the consumer price index.
** Interpolated from quarterly data.
Source: own compilation.
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the scientific literature (Serebrennikov et al., 2018; 

Pavlov, 2019; Anisimov, 2022) the composition of 

the approved indicators is criticized; proposals for 

its clarification are substantiated. For example, 

individual indicators are more likely to characterize 

welfare and progressive development, rather than 

risks. Nevertheless, for the purposes of our study, the 

use of its reduced version (eight out of 40 indicators) 

is substantiated by two reasons:

•  presence of a fairly close correlation between 

many socio-economic indicators; therefore, risk 

analysis on the selected part of the indicators as a 

whole allows for an adequate assessment of 

economic security;

•  at the regional level, some indicators from 

the list are not available, and some are not published 

promptly.

The sanctions pressure had a significant  

impact on such areas as construction, investment 

and mining; but when analyzing the risks of 

economic security in the regional context, the 

indicators characterizing the situation in these areas 

(Х2, Х7 and Х8), were not considered, which is due 

to several reasons. First, their monthly dynamics 

are not representative; a more accurate picture is 

provided by the annual values of the indicators, 

since the implementation of various projects in 

Russian regions is carried out on demand rather 

than on a regular basis. In this regard, a fairly stable 

picture is observed if we look at the average Russian 

values. Second, for certain regions, low values and 

dynamics in terms of construction, investment and 

mining may be conditionally acceptable. “Failures” 

in these areas below the threshold value for the 

region may not always mean the onset of risks; at 

the same time, from the standpoint of ensuring 

economic security at the national level, most 

likely, this is an indicator of deterioration. Third, 

the regions are part of the country as a system, and 

taking into account the division of labor, different 

climatic, geographical, natural and other conditions 

for each region, part of the indicators for monitoring 

economic security turns out to be insignificant.

The proposed model of multifactorial risk allows 

us to vary the risk factors used; therefore, depending 

on the objectives of the study, the list of indicators 

presented in Table 1 can be changed.

A separate methodological task of our study is to 

determine the threshold values of economic security 

indicators. There are two approaches to the content 

of the term “threshold”. The first approach is to 

interpret threshold as an acceptable target value, 

examples of its use are the 1996 Economic Security 

Strategy of the Russian Federation4 and the 2020 

Food Security Doctrine of the Russian Federation5; 

the second approach considers threshold as a limit 

value of an indicator widely used in the theory of 

economic security. Our study is based on the second 

approach, the threshold value is understood as a 

quantitatively determined value of the indicator, 

the excess of which signals the transition of the 

economic security of the territory to a qualitatively 

new state.

To establish the threshold value of economic 

security indicators, various methods are used: 

comparative analysis (comparison with the world 

or average Russian level) and expert assessments 

(Lobkova, 2022). In the scientific literature 

(Krivorotov et al., 2019; Lokosov, 2021), expert 

assessments are the most common way to determine 

threshold values. Thus, S.Yu. Glazyev and  

V.V. Lokosov set the threshold critical values based 

on the results of special studies, expert assessments 

and mathematical modeling (Glazyev, Lokosov, 

2012). This method is also incorporated into the 

methodology for determining threshold values of 

the main (priority) risk factors and threats to the 

4 On the Economic Security State Strategy of the Russian 
Federation (Basic Provisions): Presidential Decree 608, dated 
April 29, 1996.

5 On the approval of the Food Security Doctrine of the 
Russian Federation: Presidential Decree 120, dated January 
30, 2010.
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economic security of economic entities, developed 

by V.I. Avdiysky and V.K. Senchagov (Avdiysky, 

Senchagov, 2014). S.N. Mityakov, E.S. Mityakov 

and T.A. Fedoseeva (Mityakov et al., 2020) used 

expert assessments and international comparisons 

when choosing threshold values. A.B. Vissarionov 

and R.R. Gumerov (2017) consider that expert 

evaluation method has the following disadvantage: 

each indicator and its limit values are considered in 

isolation from other indicators and without taking 

into account historical analogies. Therefore, within 

the framework of our study, threshold values were 

selected by expert assessment based on the most 

striking crisis phenomena in Russia in 1998 and 

2009. In addition, for a more accurate assessment 

of economic security risks, the methodology 

proposed by A.I. Tatarkin and A.A. Kuklin is 

considered (Tatarkin et al., 1997), which allows 

quantifying the presence, nature and level of risk 

manifestation and its dynamics, using a system of 

threshold values: from “soft” to “harder” ones. 

Initially selected “soft” threshold values based 

on crisis values, poorly reflect the unfavorable 

situations of those regions in which the behavior of 

risk factors is more unpredictable and chaotic, and 

if the region goes beyond the threshold values in the 

same way, than on the national level this will not 

determine unambiguously the crisis phenomenon 

for the region. In this regard, the “hard” threshold 

values that were set depending on the degree of 

fluctuation of the risk factors under consideration 

were tightened and defined.

Risk assessment

To study general trends in ensuring economic 

security, we tested the risk analysis model using data 

for Russia; and to identify the regional specifics of 

the impact of sanctions pressure we used data on 

RF constituent entities. The model is implemented 

using C++ programming language in Microsoft 

Visual Studio 2019. Figure 1 shows an assessment 

of the probability of Russia’s economic security 

indicators falling into the risk zone.

Figure 1. Assessing the probability of Russia’s economic security indicators falling into the risk zone

Source: own compilation.
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Due to the fact that the study is based on 

monthly data, we clearly see random deviations 

and seasonal fluctuations, which can lead to a 

bias in the risk assessment. To exclude the 

influence of such outliers while maintaining the 

nature of the dynamics of indicators, the analysis 

used averaged values for six-month periods. Also, 

taking into account the principle of generating 

statistical tests of the Monte Carlo method using 

a covariance matrix, the study considered a period 

of 12 months in increments of 1 month, the 

choice of which is due to the number of indicators 

in the model.

Thus, the increase in the probability of falling 

into the risk zone in Figure 1 at the point 06.19–

06.20 (in the period from June 2019 to June 2020) 

can be interpreted as the inclusion in the analysis 

of the crisis month or the first manifestation of the 

deterioration of economic security in June 2020.

According to the dynamics of the assessment 

obtained, two periods of increasing risks to Russia’s 

economic security are clearly distinguished. The 

first period is associated with two waves of the 

COVID-19 pandemic and the introduction of 

restrictive measures, the second with increased 

sanctions pressure. Within the analyzed time period, 

the risks of the first period are more significant for 

ensuring the economic security of the country. Due 

to the fact that the “soft” threshold values are based 

on the crisis phenomena of the annual indicators of 

the Russian Federation, the peaks of the probability 

of falling into the risk zone in Figure 1 are much 

more pronounced for the “soft” values than for the 

“hard” ones.

The calculations show that the main factors 

enhancing the risks to Russia’s economic security 

during the pandemic were a decline in retail trade 

(X3), an increase in unemployment (X5) and a 

decline in mining (X8). The coronavirus pandemic 

and the measures taken to limit its spread have 

led to a significant reduction in retail trade in 

Russia. Thus, at the end of 2020, the index of 

physical volume of retail trade turnover amounted 

to 96.8%, with the most serious decline noted in 

April 2020 (78.0% compared to the same period in 

2019). In the “pandemic” period, HSE researchers 

(Simachev et al., 2021) identified several stages of 

the retail crisis associated with the introduction of 

lockdowns, short-term hyped consumer demand, 

unpreparedness to increase online trading, and a 

decrease in effective demand.

By the end of 2020, the unemployment rate in 

Russia, calculated according to the ILO metho-

dology, was 5.8%, which is an acceptable value and 

demonstrates the successful neutralization of the 

threats of a pandemic in the field of employment. 

At the same time, there was an unprecedented 

increase in registered unemployment, caused by the 

expansion of financial support to the unemployed 

through the employment service and the simpli-

fication of procedures for registering citizens with 

employment centers. Before the pandemic, no more 

than a quarter of the total number of unemployed 

were registered with the employment service, while 

in the second quarter of 2020, almost two-thirds 

received state support, and in the third quarter – 

almost three-quarters of the unemployed (Soboleva, 

Sobolev, 2021).

The restrictive measures introduced in Russia 

have led to a decline in demand for energy resources 

and, as a result, a reduction in the production of 

hydrocarbons. For example, in April 2020, gasoline 

production decreased by 20.1% compared to April 

2019, and its sales at gas stations – by 40–50%6. 

In addition, the volume of mineral production fell 

6 Gimadi V., Kurdin A., Kutuzova A., Zvyagintseva 
A. et al. (2020). Electric power industry: The impact of the 
COVID-19 pandemic. Energeticheskii byulleten’, 84. Available 
at: https://ac.gov.ru/uploads/2-Publications/Energo84_
may2020.pdf (accessed: June 28, 2023; in Russian).
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sharply in May 2020 after the conclusion of a deal 

within OPEC+ to reduce oil production7.

In the second “sanctions” period, the following 

factors that led to increasing probability of dete-

rioration of economic security were identified: a 

reduction in retail turnover (X3) and a decrease 

in wages (X4). In order to protect the domestic 

food market and stabilize prices the Government 

of the Russian Federation imposed restrictions 

on the export of a number of goods from Russia, 

in 2022; nevertheless, retail turnover in Russia 

decreased by 6.5% on average due to problems with 

logistics and changes in consumer behavior. The 

crisis phenomena had a noticeable impact on the 

labor market, but during the pandemic they were 

reflected in the growth of unemployment, while in 

the “sanctions” period they were manifested in the 

fall in wages, which is more typical for the Russian 

labor market. According to V.E. Gimpelson and 

R.I. Kapelyushnikov, such a nonstandard mode of 

adaptation of the labor market to shocks of different 

nature is called “Russian model”, when price 

adaptation dominates over quantitative (Gimpelson, 

Kapelyushnikov, 2015).

Obviously, depending on the specialization  

and socio-economic characteristics the impact of 

sanctions pressure for ensuring economic security 

varies significantly across Russia’s regions. Accor-

ding to different classifiers of regions, the Ural 

Federal District includes RF constituent entities 

7 Akindinova N.V., Baranov E.F., Bessonov V.A. et al. 
(2021). Makroekonomicheskie effekty pandemii COVID-19 
i perspektivy vosstanovleniya ekonomiki: dokl. k XXII Apr. 
mezhdunar. nauch. konf. po problemam razvitiya ekonomiki i 
obshchestva, Moskva, 13–30 apr. 2021 g. [Macroeconomic 
effects of the COVID-19 pandemic and prospects for 
economic recovery: Report to the 22nd April international 
scientific conference on problems of economic and social 
development, Moscow, April 13–30, 2021]. Moscow: Izd. 
dom Vysshei shkoly ekonomiki. Available at: https://conf.
hse.ru/mirror/pubs/share/460914594.pdf (accessed: June 28, 
2023; in Russian).

that belong to different types. Yu.G. Lavrikova 

points out that the Ural Federal District is a 

median macroregion (occupies a median position  

in Russia) and has a unique territory, its composi-

tion has all types of regions (Lavrikova, 2017). 

Thus, the Kurgan and Tyumen oblasts8 represent 

the agrarian-industrial type, the Sverdlovsk Oblast – 

industrial and commercial type, Khanty-Mansi and 

Yamalo-Nenets autonomous okrugs – energy and 

resource type, the Chelyabinsk Oblast – industrial 

type.

Figures 2 and 3 reflect calculations of the pro-

bability of the economic security indicators of Ural 

Federal District regions falling into the risk zone. 

Since the “soft” thresholds were set based on the 

annual national indicators, the calculations obtained 

on their basis reflect to a lesser extent the state of 

economic security of the regions, and, accordingly, 

describe the probability of an unfavorable outcome 

not so effectively (see Fig. 2). The results of the 

assessment using “hard” thresholds (see Fig. 3) 

exclude individual bursts of economic security risk, 

which may be a reaction of the region’s economy 

to insignificant disturbances. Since in the course 

of the study we consider monthly data (rather than 

annual data), such bursts have a sufficiently strong 

impact on risk assessment; in this case it is advisable 

to consider first of all an assessment with “hard” 

thresholds.

As a result of the analysis, it can be seen that  

in general the dynamics of economic security 

indicators and risk factors for individual regions of 

the district coincide. Tables 2 and 3 show grouped 

factors that have made the greatest contribution to 

the increase in the risk of economic security of the 

district’s regions.

8 Here and elsewhere: the Tyumen Oblast excluding auton-
omous okrugs.
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Figure 2. Assessing the probability of economic security indicators  
of Ural Federal District regions falling into the risk zone for “soft” thresholds:  

1 – Sverdlovsk Oblast, 2 – Chelyabinsk Oblast, 3 – Tyumen Oblast, 4 – Kurgan Oblast, 
5 – Khanty-Mansi Autonomous Okrug, 6 – Yamalo-Nenets Autonomous Okrug

Source: own compilation.

Source: own compilation.

Figure 3. Assessing the probability of economic security indicators  
of Ural Federal District regions falling into the risk zone for “hard” thresholds:  

1 – Sverdlovsk Oblast, 2 – Chelyabinsk Oblast, 3 – Tyumen Oblast, 4 – Kurgan Oblast, 
5 – Khanty-Mansi Autonomous Okrug, 6 – Yamalo-Nenets Autonomous Okrug
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According to the calculations obtained on the 

basis of “hard” thresholds, two clear peaks of 

increased economic security risks associated with 

the impact of the consequences of the pandemic and 

the tightening of sanctions pressure were identified 

in the Sverdlovsk and Tyumen oblasts. In these two 

periods, a significant factor was the reduction in 

agricultural production in both oblasts (X6), and in 

the Sverdlovsk Oblast there is also a decline in retail 

turnover (X3). In addition, during the pandemic, 

the greatest contribution to the deterioration of the 

economic security of the Sverdlovsk and Tyumen 

oblasts was made by the increase in registered 

unemployment (X5). The deterioration in the 

dynamics of retail turnover and unemployment is 

typical of crisis periods in the Russian economy 

as a whole, while the reduction in agricultural 

production is caused by regional peculiarities. In the 

Sverdlovsk Oblast, agricultural production volumes 

decreased from the third quarter of 2020 to the 

second quarter of 2022. At first, crop production 

decreased as a result of natural and climatic 

conditions, which led to a decrease in the yield of 

grain, potatoes and vegetables (Tab. 4), and then, 

due to quarantine and sanctions restrictions, there 

was a decline in the volume of livestock production 

(Tab. 5), depending on the import of equipment, 

breeding cattle, and seed material (Kabanova, 

2023). In the second half of 2022, the agriculture 

of the oblast adapted; at the end of the year in 

the Sverdlovsk Oblast there was an increase in 

agricultural production by 8.9% (crop production – 

by 20.6%, animal husbandry – by 1.7%) as a result 

of the implementation of “protective” government 

measures, record harvest of grain crops, as well as 

due to the “low” comparison bases. In other regions 

Table 2. Factors that have made the greatest contribution to increasing the risk to 
economic security in the Sverdlovsk, Chelyabinsk and Tyumen oblasts

Constituent entity of the UFD
Crisis period

2020–2021 2022

Sverdlovsk Oblast
(0.23)
(0.26)
(0.14)

(0.38)
(0.19)

Chelyabinsk Oblast
(0.12)
(0.1)

(0.84)
–

Tyumen Oblast
(0.42)
(0.2)

(0.19)

Note (here and in Table 3): the absolute single (isolated, private) contribution calculated by formula (1) is given in parentheses.
Source: own compilation.

Table 3. Factors that have made the greatest contribution to increasing the risk to economic 
security in the Kurgan Oblast, Khanty-Mansi and Yamalo-Nenets autonomous okrugs

Constituent entity of the UFD
Crisis period

2016–2018 2018–2020 2020–2023

Kurgan Oblast (0.1)
(0.1)

(0.23)
(0.28)

(0.12)
(0.65)

Khanty-Mansi Autonomous Okrug
(0.15) 
(0.16)

(0.3)
(0.27)

(0.97)

Yamalo-Nenets Autonomous Okrug (0.37) –

Source: own compilation.
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of the district a similar situation was observed in 

agriculture during the analyzed period.

According to the estimates obtained, the 

Chelyabinsk Oblast clearly shows an increase in 

economic security risks only during the pandemic; 

moreover, two waves can be traced in this regard. 

The factors influencing such growth were as follows: 

decrease in wages adjusted for inflation (X4), decline 

in agricultural production (X6), and increase in the 

registration of citizens with employment centers 

(X5). The labor market has adapted to socio-

economic instability by dismissing employees and 

using part-time, shortened working week. During 

the period of aggravating anti-Russian sanctions, 

the probability of deterioration of the economic 

security in the Chelyabinsk Oblast was not revealed.

The results of assessing the probability of  

the Kurgan Oblast’s indicators reaching “hard” 

thresholds indicate that from the point of view of 

ensuring economic security among the regions of the 

Ural Federal District, the Kurgan Oblast is largely 

exposed to various risks. Three peaks of increased 

economic security risks have been identified. The 

first peak in the Kurgan Oblast was observed in 2016 

(when an external shock in 2014–2016 caused a 

recession in Russia (Golyashev et al., 2017). In 

2016, the most significant factor was the continuing 

decline in wage level (X4). In 2018, during the period 

of stagnation of the Russian economy (Tsukhlo, 

2019), the second peak is recorded, associated 

with an increase in registered unemployment (X5), 

reduction in industrial production (X1), namely in 

the production of food products and finished metal 

products, as well as in agriculture (X6). During 

the pandemic (the third peak), the main factors 

promoting the growth of economic security risks 

were the decline in industrial (X1) and agricultural 

(X6) production. Within the time period under 

consideration, the negative impact of the tightening 

of sanctions of unfriendly countries on ensuring 

economic security in the Kurgan Oblast has not 

been established.

Table 4. Yield of grain and leguminous crops, centners per 1 ha of harvested area

Territory 2016 2017 2018 2019 2020 2021 2022

Russian Federation 26.2 29.2 25.4 26.7 28.6 26.7 33.6

Ural Federal District 16.2 19.2 16.1 16.9 13.8 12.1 21.4

Kurgan Oblast 16.3 18.6 16.2 16.9 13.5 11.1 21.9

Sverdlovsk Oblast 17.7 22.5 19.4 22.3 20.9 16.7 27.5

Tyumen Oblast 18.8 23.3 20 22.4 19.9 16.3 26.7

Chelyabinsk Oblast 14.5 16.8 13.4 13 8.6 9.2 16.5

Source: Rosstat.

Table 5. Livestock production index, %

Тerritory 2016 2017 2018 2019 2020 2021 2022

Russian Federation 101.6 102.6 101.1 101.9 101.9 100.0 102.4

Ural Federal District 101.3 101.1 101.7 100.5 97.5 97.0 99.2

Kurgan Oblast 98.3 97.4 99.5 98.5 100.7 90.1 92.4

Sverdlovsk Oblast 99.9 104.0 100.7 102.5 102.1 96.6 101.7

Khanty-Mansi Autonomous Okrug 101.3 101.7 96.1 98.8 96.7 91.8 86.9

Yamalo-Nenets Autonomous Okrug 99.3 105.5 96.2 99.0 105.5 120.3 109.1

Tyumen Oblast 98.7 102.4 104.2 104.0 99.6 101.9 99.8

Chelyabinsk Oblast 104.1 99.4 102.0 98.1 92.5 95.3 98.6

Source: Rosstat.
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Several periods of increasing economic secu- 

rity risks have been identified in Khanty-Mansi 

Autonomous Okrug. The peak of the first period is 

recorded in 2016, when the devaluation of the ruble 

in 2014–2015 and the introduction of the food 

embargo led to an economic downturn, an increase 

in consumer prices and, accordingly, a decrease in 

household incomes and consumer demand, which 

resulted in a reduction in retail trade turnover 

(X3) and wages (X4) in the Autonomous Okrug. 

The second period began in 2019, had a negative 

influence on the dynamics of industrial (X1) and 

agricultural (X6) production, and intensified in 2021 

(almost the sole contribution of X6). Since the main 

share in the processing production of Khanty-Mansi 

Autonomous Okrug is occupied by the production 

of oil, gas and gas condensate, the decline in 

economic activity during periods of instability is 

reflected in the reduction of its volumes. There is 

no such reduction in Yamalo-Nenets Autonomous 

Okrug, which is similar in specialization, since 

during the period under review there was an increase 

in production as a result of the development of new 

oil and gas condensate fields – Novoportovsky and 

Vostochno-Messoyakhsky, and also due to the fact 

that the largest oil and gas plant Yamal LNG has 

reached its planned capacity (Kolpakov, Safina, 

2020). In general, the highest risk probability 

indicators for Yamalo-Nenets Autonomous Okrug 

were revealed in 2016 with the greatest impact of a 

reduction in retail trade turnover (X3) and in 2018 

as a result of a decrease in livestock production 

(X6). There was no significant deterioration in the 

economic security of the autonomous okrugs of the 

Tyumen Oblast during the period of strengthening 

anti-Russian sanctions.

Conclusion

Regions’ economic security is affected by a 

variety of risk factors, which often turn out to be 

interrelated. In order to evaluate and analyze them, 

we put forward a multifactorial model within the 

framework of this study. Modeling the economic 

security risks for Russian regions was carried out 

on the example of constituent entities of the Ural 

Federal District. The results obtained indicate that 

it is possible to use the considered multifactorial risk 

model to study the dynamics of economic security 

of Russian regions.

We have found that the situation at the national 

level is fairly stable, because economic security 

indicators try to remain within their thresholds, 

while the situation at the regional level varies. 

Among the constituent entities of the Ural Federal 

District, the Kurgan Oblast, characterized by low 

socio-economic potential, and the autonomous 

okrugs of the Tyumen Oblast, whose economy 

significantly depends on foreign economic 

conditions, are the most exposed to risks.

The increase in sanctions pressure on the part of 

unfriendly countries has had a negative impact on 

ensuring the economic security of Russia as a whole 

and that of individual regions of the Ural Federal 

District. However, within the analyzed period, the 

risks created are significantly lower in comparison 

with the impact of the COVID-19 pandemic, and 

they tend to decrease. According to the results of the 

regional analysis, the most significant factor is the 

state of agriculture. In 2022, this very factor made 

the greatest contribution to the increase in risk in 

the constituent entities of the Ural Federal District 

(except for the Chelyabinsk Oblast and Yamalo-

Nenets Autonomous Okrug, where the deterioration 

of the situation was not detected). But its influence 

subsided by the end of the year due to significant anti-

sanctions measures aimed at supporting businesses 

and citizens, as well as due to record crop yield.

It is important to note that the results we 

obtained with the help of modeling economic 

security risks for Russian regions may be a short-

term consequence of the anti-sanctions policy, 

and they do not allow us to draw unambiguous 

conclusions about the achievement of peak values 

and the desire of the system to stabilize. Obviously, 

the impact of sanctions pressure on ensuring the 

regions’ economic security is of a long-term nature 

and will require further research.
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